
Crypto-Tile co-processor features:

� Implementation of Security Recommendations addressing threats,
vulnerabilities and errors
� Secure MCU interface for installation and management of
cryptographic keys and configuration, control and status of
cryptographic operations
� Secure DMA interface for high-bandwidth data transfer
� HW acceleration of symmetric-key cryptographic algorithms (AES
and AES modes of operation: ECB, CBC, CFB, OFB, CTR, CMAC,
CCM, GCM, XTS), for 128b and 256b keys
� HW acceleration of public-key cryptography arithmetic on 256b
and 521b elliptic curves (ECC)

� Supporting SW aided ECC schemes (ECDSA, ECDH, ECIES,
ECMQV)
� HW acceleration of hash functions SHA2 and SHA-3 for
computation of digests on 224, 256, 384 and 512 bits and
supporting SW aided high-level hash schemes (HMAC)
� HW acceleration for random numbers generation, supporting
both external seeds and internal seeds (by means of an
embedded fully digital entropy generator)
� Evolution towards Post-Quantum Cryptography
� Support to security protocols and security standards such
as TLS, SSH, MACsec, IPsec, WAVE, ESI, ITS


